Regulatory Impact Statement: Supplementary
Government Response to Law Commission’s report
“Review of the Privacy Act 1993”

Agency Disclosure Statement
1. This Regulatory Impact Statement (RIS) has been prepared by the Ministry of Justice.

2. Privacy-related risks have changed as technological advancements have come to
dominate the way 'in which personal information is captured, stored, and shared by
public and private sector agencies within and across borders. The capacity for harm
to individuals has accelerated as a result; both in terms of the numbers affected and
how they are affected.

3. We have aimed for a package of privacy reforms that sends strong signals about the
importance of privacy of personal information. Early intervention rather than after-the-
fact responses are a focus of the proposed privacy reforms.

4, |t is expected that proposed amendments to privacy settings will create some costs to
businesses and public sector agencies. These costs, however, should help to reduce
future breaches and associated costs, and improve the frust of clients. Given the
broad scope of the Privacy Act, it has been difficult to assess the costs of some of the
proposals as the impacts of the proposals may affect agencies differently.

5. As with the advice in 2012 with respect to the Government’s interim response to
privacy reform, analysis of options has been constrained by lack of empirical evidence
about the direct and indirect economic costs and benefits of privacy law settings to
individuals, businesses and Government. We are constrained by the lack of data on
the scale and nature of privacy breaches in the current environment of voluntary
reporting to the regulator and voluntary notification to individuals.

6. When the Law Commission’s report came out in June 2011, opinion was divided as to
whether significant privacy breaches were are real possibility. Since then, significant
data security breaches have occurred in both the public and, to some extent, the
private sectors, reinforcing the strength of the Commission’s recommendations. We
have considered options for responding to the Law Commission's recommendations
that range from retaining the status quo to supporting the Law Commission's
proposals. Other options we consider build on approaches being progressed
overseas to respond to many of the same issues, and modifications of the Law
Commission’s proposals to take into account a broader canvas of checks and
balances than were considered by the Law Commission.

7. In estimating the costs and benefits of the options and preferred proposals, we have
had to rely on judgments. Our key judgement is that the law already effectively
requires agencies to operate privacy systems and that the proposals in the paper
therefore make marginal costs in regard to existing obligations.

8. In addition, each privacy breach is unique, which causes difficulties when attempting
to estimate ‘average’ costs. The context is everything. The costs to businesses of
mandatory notifications to individuals in serious cases of privacy breaches for
example — one of the proposals — would depend on the nature of the breach, the
number of individuals involved, the level of harm sustained, and so on.
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9. Social impacts are also difficult to quantify. All of the proposals suggested are
expected to improve the protection afforded to individuals and limit harm done to them
when a serious breach occurs. Quantifying this is difficult, however, due to the lack of
empirical evidence about the scale of harm occurring now, except when a major
breach is exposed.

10. The key judgements we have made about the impacts on agencies are included in
relevant sections in the RIS. Assumptions about costs for the Office of the Privacy
Commissioner are included in Appendix 1.

11.In assessing the limitations of current privacy settings and developing its
recommendations, the Law Commission undertook extensive consultation in its
review of New Zealand's privacy law. Our proposals were developed in response to
the Law Commission’s recommendations through public sector consultation, targeted
discussions with representative private sector agencies, and review of international

approaches and movements.
12. Cabinet is asked in the accompanying paper to agree to:

o policy decisions for a new Privacy Bill, building on the recommendations of the Law
Commission

e increased funding for the Office of the Privacy Commissioner

o the Minister of Justice presenting to the House of Representatives the Supplementary
Government Response to the Law Commission’s report on Review of the Privacy Act

1993.

13. The draft Bill will also go through a Select Committee process including public
submissions. We propose also that an exposure draft of the proposed Bill be
released to encourage businesses and other agencies to test the detailed approach to
implementing the policy decisions.

David Kin@
General M

Civil and Constitutional
Ministry of Justice

Date ’3!@3\ =
l
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Executive summary

1. New Zealand’s privacy regime was established in the early 1990s. In that era a
regime based on individual complaints was appropriate because breaches tended to
impact on single individuals.

2. Since then information technology has developed significantly. Today large amounts
of data can be stored, retrieved and transmitted digitally. This enables businesses
and government to operate more efficiently and effectively in delivering services.

3. In this environment privacy breaches can impact on large numbers of individuals
rather than single individuals.

4. Consequently a regime more focused on early identification and prevention of
privacy risks, rather than after the fact remedies, is required.

5. This is the approach recommended by the Law Commission and is in line with
international trends.

6. Key proposals create stronger incentives for agencies to identify and prevent privacy
risks early and give a stronger role to the Privacy Commissioner (the Commissioner)
through:

6.1. mandatory reporting of privacy breaches — a two tier regime requiring:
e for material breaches — notification to the Commissioner

e for serious breaches — notification both to the Commissioner and the
affected individuals when there is a real risk of harm

6.2. enhanced own motion investigations — strengthening the Commissioner’s
existing powers to investigate emerging issues before serious harm occurs
and for proactive assessment of agencies’ systems and practices where
privacy concerns have been identified, by increasing the penalty for non-
compliance with requests for information from the Commissioner and allowing
urgent requests to be made; and

6.3. compliance notices — the power to issue compliance notices for privacy
breaches as a result of a complaint, own motion inquiry, data breach
notification or other avenue.

7 While these proposals will ensure the Commissioner has adequate tools to address
privacy risks, there will be safeguards around their use to minimise compliance costs
and the primary role of the Commissioner will remain to facilitate compliance and
work with agencies.

8 These proposals are seen as having benefits for business and the public sector by
giving the public the confidence to provide information to them. They are also seen
as in line with developing international expectations for doing business worldwide,
with one exception; other jurisdictions use large fines to get agencies to take notice.
Our penalty-related proposals are moderate by comparison.

9 The costs involved for agencies as a whole are marginal as they are required to
have privacy systems in place currently, and the Commissioner will only have
resources to use the new tools in relatively limited circumstances.

10 We are also proposing amendments that will:

10.1 streamline the complaints resolution process to build trust in the system and
increase efficiency and effectiveness

10.2 clarify the law and impose new obligations relating to cross-border flows of
information to support New Zealand businesses to operate effectively
internationally
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10.3 fix gaps in the privacy regime, clarify the law and make compliance easier.

11 The Act currently gives the regulator limited (generally complaints-based) powers,
which means that OPC is not always notified when breaches occur - our assumption
is that early warning of difficulties and the use of tools such as compliance notices
and own motion inquiries would assist a regulator to detect emerging and systemic
issues early on, and help agencies avoid more significant future breaches.

12 The Office of the Privacy Commissioner’'s (OPC) current baseline is $3.2 million per
annum which has remained static since 2007. OPC has sustained increasing
demand for core services and is under financial pressure despite significant
productivity improvements. OPC will need to be adequately resourced to perform its
current functions before it can implement the proposals arising from the Privacy Act
review. Once it is resourced at a sustainable base level, new functions can then be
added to its responsibilities. It is recommended OPC be resourced:

12.1 to a sustainable baseline under current settings through an operational
baseline increase of $0.336 million in 2013/14, $1.923 in 2014/15, and $1.722
million on-going from 2015/16;

Status Quo

13 New Zealand’s privacy framework is established in the Privacy Act 1993 (the Act).
The Act regulates what can be done with information about individuals and has wide-
reaching implications — it applies to every ‘agency’, including Government,
businesses, and voluntary sector and non-Government organisations.

14 The Act does not address the privacy issues associated with the cross-border flows
of data, goods and services that are now routine for private sector businesses and
some public sector agencies.

15 There are two main features of the Act, which are discussed below.
The Act is based on principles

16 The Act generally requires agencies to handle personal information in accordance
with 12 information privacy principles. The principles are designed to govern
personal information at all points of its lifecycle, from its collection to destruction. The
principles are intended to be flexible enough to enable agencies to develop their own
information-handling policies, tailored to the needs of the agency and its users or
customers. The principles can be overridden by any other enactment.

The Act is designed to address harm primarily affecting single individuals

17 The privacy principles are designed to prevent harm occurring to individuals, and
under the Act the Commissioner has an important role to play in educating agencies
about their responsibilities and providing guidance in how to meet them.

18 However, the principal function of the Commissioner under the Act is to address
breaches of privacy through a complaints based system. Under this system,
individuals who consider their privacy has been breached and have not been able to
achieve a successful remedy from the agency concerned may complain to the
Commissioner. In the first instance the Commissioner attempts to achieve a
mediated outcome. Where such an outcome is not possible the Commissioner may
ask the Director to consider taking proceedings to the Human Rights Tribunal. These
proceedings may result in damages which address specific harm to individuals.
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19 Under the Act currently, there is limited ability to address wider issues raised by a
complaint. Currently the Commissioner can only make recommendations in regard to
such matters, and has limited ability to act where wider concerns with systems or
procedures are identified or where organisations are unwilling to comply.

Problem definition

20 The Act has never been comprehensively updated although the privacy environment
has changed significantly. The following broad problems with New Zealand's privacy
framework have been identified:

Technology changes mean that breaches impact a large number of individuals

21 The 20 years since the Act was passed has seen extensive technological advances,
for example the rise of the internet, social media, business to business and business
to consumer electronic commerce. Large amounts of data are regularly stored,
retrieved and transmitted digitally. International commerce and the related transfer of
private information internationally is now more important than ever for a strong New
Zealand economy.

22 As a result of these technology changes, the risk profile of privacy breaches has
changed. It is now possible for large amounts of harm to be caused for large
numbers of individuals by a single breach, rather than harm to a single individual.

23 When the Law Commission’s report came out in June 2011, it was theoretical
whether large scale breaches would occur, and what the impact would be. Since
then, significant data security breaches have occurred in both the public and, to some
extent, the private sectors, reinforcing the strength of the Commission’s
recommendations (for example mandatory data breach notifications).

24 A number of issues have been identified as a result of technological developments.
Over the past four years there has been:

24.1 increasing demands on OPC services:
e a 36% increase in complaints to OPC

o arise from 3 to 107 breach notifications to OPC from private and public
agencies

e single breaches each involving thousands of clients - for example:

- the Ministry of Social Development's insecure kiosks alone meant
that 529,000 clients were potentially vulnerable

- ACC’s “Pullar” breach in March 2012 involved 6,700 client records

24.2 increasing concern about private sector privacy systems in the context of a
regulator that has little knowledge about or control over those systems, while
financial and other personal information is increasingly stored and transmitted
electronically

24.3 a proliferation of under-developed public sector privacy systems, as outlined
in the Chief Government Information Officer's Review of “Publicly Accessible
Systems” and associated February and May 2013 papers to Cabinet

244 a loss of public trust in agencies and how they secure and use personal
information — an October 2012 Colmar Brunton poll undertaken soon after a
Ministry of Social Development privacy breach, for example, revealed that
60% of respondents did not trust government departments to protect their
personal information

24.5 continuing breaches by agencies.
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25 The costs of breaches are significant. Key information collected by agencies in both
the public and private sectors is financial: income, assets, debts, and expenditure.
Personal information about violence, abuse, injury, ill-health, family issues, and
children is also collected by some government agencies. The costs of privacy
breaches include:

25.1 costs to consumers such as financial losses; loss of dignity; negative
psychological impact and emotional distress; time diverted towards, and
financial cost associated with, recovery efforts; and the opportunity for identity
theft

25.2 costs to agencies such as negative publicity; loss of client confidence and
trust, loss of clients; profit and stock market losses; and costs associated with
consumer redress, recovery and legal fees

25.3 social and economic costs associated with people less willing to provide
personal information to public and private agencies, making assistance and
commerce more difficult. If people are unwilling to seek the assistance to
which they are entitled, there will be social and community costs. If
commerce suffers, economic growth suffers too.

26 Given the changed risk profile as a result of technology, the real prospect of breaches
and their significant consequences, it is socially desirable for most privacy breaches
to be avoided rather than addressing the harm caused by breaches as is the primary
focus of the current Act. Therefore, the key problem with the current regime is that
there are insufficient incentives for agencies to identify and address privacy risks
before breaches occur.

27 It might be argued that the recent privacy breaches have themselves raised the
importance of privacy and strengthened the reputational incentives on agencies to
address privacy risks. This RIS assesses the status quo on the basis that there are
now stronger incentives. However, the judgement is that the key problem remains
because experience with regulatory regimes suggest that memory of failures fade
over time, the attraction of short term gains that risk long term reputation dominate,
and poor practice reasserts itself without wider incentives to pay on-going attention to
privacy risks.

28 The key challenge then is to identify and assess options that will better enable
privacy risks to be identified and addressed earlier by agencies.

Principles based approach

29 As noted above, the Act is based on principles which allow agencies the flexibility to
apply the Act in the way that best fits their circumstances.

30 However, a consequence of retaining this flexibility is that the Act does not provide
the certainty of “bright line” rules. The Law Commission’s Review identified that the
flexibility of the Act’s principles also means that there can be a lack of prescription
and different interpretations and applications of those principles by agencies. The
Law Commission recommended more focus on education and guidance for agencies.
This was supported by the May 2013 Cabinet paper on the Chief Government
Information Officer's Review of “Publicly Accessible Systems” which identified “room
for improvement in the support provided to agencies to aid compliance with
information security and privacy standards, through the provision of clear and
coherent guidance and advice”.

31 This lack of prescription may be particularly important given the technological
changes identified above. The Law Commission recommended a number of
recommendations to fix gaps in the privacy regime, clarify the law and make
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compliance easier. The Government agrees with the majority of these
recommendations.

The Law Commission Review

32 The Law Commission undertook a four stage policy overview to assess privacy
values, changes in technology, international trends, and their implications for New
Zealand civil, criminal and statute law.

33 On 21 March 2012 the Government tabled its interim response to the Law
Commission’s review of the Act. The Government has accepted the majority of the
Law Commission’s recommendations.

34 Appendix 2 lists all the Law Commission’s recommendations addressed in the
Supplementary Government Response and their status in this RIS.

35 Attached as Appendix 3 is a table summarising the status of all of the Law
Commission recommendations responded to in the interim, and in this
supplementary, Government response.

Objectives

36 The 2012 interim Government response identified the importance of retaining aspects
of the Act that work well while making it easier to navigate and understand. Without
explicitly developing objectives for the privacy reforms at that stage, preliminary high
level decisions were taken in the context of:

36.1 a generational shift in technology
36.2 public expectations about security of personal information

36.3 how business (government and private) is conducted today, both domestically
and internationally.

37 Subsequent analysis of the problem definition with respect to the privacy regime and
options for addressing that, including analysis of the Law Commission’s
recommendations, has determined that the desired aim of the reform of privacy is
sound privacy, balanced law so that:

37.1 individuals have confidence that information shared with private and public
sector agencies will be adequately protected

37.2 as a result of that confidence, public and private sector agencies are able to
access the information they need from the public to provide goods and
services as effectively and efficiently as possible.

38 These aims are consistent with the approach taken in the interim Government
response, the Law Commission recommendations, and international trends.

Regulatory impact analysis

39 Changes to the regulatory regime would have to be made by legislative amendment.
The only other viable alternative is for OPC to issue guidance material to either
supplement existing legislation or as an alternative to additional regulation. Guidance
and education material recommended by the Law Commission is already being
developed by OPC.

40 The proposed reforms in this supplementary Government response reflect the
decisions already made by Government in its initial response including agreement to
replace the current Privacy Act with a new Act and agreement to retain a principles-
based approach to the regulation of privacy.

41 The detail in this RIS focuses on the extent to which current gaps and weaknesses in
the privacy status-quo can be addressed through the implementation of the
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outstanding recommendations or through alternative options. A critical issue is
whether the package of proposed amendments creates the best balance of privacy
protection, voluntary compliance, and complaint resolution at the lowest level, to
ensure that people are protected without overregulation. Overregulation creates
unnecessary burdens and costs on businesses and government. The package of
reforms proposed here aims to find that balance.

42 In the analysis that underpins this RIS, each possible option for responding to
identified problems or gaps is evaluated for its ability to align with our objectives and
for its impacts. The Government’'s recommended approach in this RIS only includes
the option considered to be the most optimal in this respect. The recommendations
categorised in the fourth cluster of reforms are less significant and of a more
technical nature compared with those in the other clusters. For this reason, more
analysis is shown in the RIS with respect to the first three clusters. In these, the
options considered are:

42.1 the status quo
42.2 the recommendation(s) of the Law Commission
42.3 the Government’s recommendation, which is one of the following:
e agree with the Law Commission’s recommendation(s)
o reject the recommendation(s) and retain the status quo
e agree to a modification of the recommendation(s)
e propose a completely new approach
o defer.

43 The Government's recommendations have been developed and assessed using an
intervention logic approach taking into account these assessment criteria:

43.1 the problems/issues
43.2 our objectives

43.3 what regulatory and non-regulatory options could be considered to address
the problems and achieve our objectives

43.4 the likely impacts (costs/benefits) of each option including:
i. economic, including compliance impacts
ii. fiscal
iii. cultural
iv. environmental (none)
v. social'

43.5 international comparisons

All of the Government's recommendations will have social impacts in that they aim to enhance
protection and confidence for individuals without impinging on the capacity of business and
government to work effectively. Any drag on the operation of business and government would
have social impacts as well as economic, such as reduced ability to employ more staff. All of the
Government's recommendations are expected to enhance social protection and confidence
compared with the status quo and, in some cases, compared with the Law Commission's
recommendations.
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43.6 how it would contribute to the overall package of reforms in balancing the
protection of individuals on the one hand and the burden on agencies on the
other

43.7 risks — where risks are identified, these are identified in red text.

44 For the first three clusters of more significant recommendations, a ‘traffic light'
approach is used, in this way, to aid understanding:

- denotes that the relevant regime does not meet objectives and does
not result in the best outcomes

- identifies that the relevant regime only goes part-way to address the
problem and meet objectives, and results in mixed outcomes

- indicates the preferred regime for addressing the problem, meeting
objectives, and achieving good outcomes.
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1. Enabling the Privacy Commissioner to better identify, investigate
and address emerging privacy risks proportionately

The public’s trust and confidence in the collection, use and storage of personal information is
fundamental for good business and government. People expect information to be used efficiently, but
within acceptable limits.

Status quo and problem identification

As discussed earlier, the combination of the Commissioner only being able to make
recommendations, a lack of prescription in our privacy laws and limited powers of the regulator mean
that breaches are common and there are few incentives in law for agencies to avoid future breaches.
The technological advances of the past 20 years are critical for government and business to operate
effectively. The increased reliance on technology has, however, increased the risks around privacy
breaches.

International norms reveal that the four components of the privacy risk reduction package are: (i)
breach notification to the privacy commissioner and to affected individuals; (ii) privacy commissioner
audits or investigations; (iii) privacy commissioner compliance notices or orders; and (iv) either
financial penalties for non-compliance or enforcement through a court of law, or both.

Key international jurisdictions (such as Australia, the UK, and Canada) shape these four components
in different ways but they are always part of a packaged approach to set the bar for agency
compliance with solid privacy standards. Most jurisdictions (federal and state or provincial} already
provide for (or have Bills going through the House to provide for) mandatory reporting to a privacy
commissioner and to affected individuals of breaches at risk of causing serious harm to individuals.
All provide the commissioner with the power to undertake audits or own motion investigations where
there is just cause (such as a complaint or a breach has already occurred) and to command access to
the information required to undertake that investigation. In all jurisdictions compliance notices or
orders can be used to enforce change, and these are supported by penalties or court action for non-
compliance.

In New Zealand, breach notification is currently voluntary, own motion investigations are provided for
and compliance notices and associated penalties are not provided for in the current law.
Addressing the problem and potential outcomes

The Government proposes to address compliance and enforcement weaknesses so that the Privacy
Commissioner can better identify, investigate and address emerging privacy risks, proportionately.
Doing so should mean that individuals have more confidence about sharing their personal information
with agencies.

These proposals are:
a. a two-tier approach to mandatory breach notifications including:
o the requirement to notify the commissioner of any material breach

o the requirements to notify the commissioner and the individuals concerned where there is a
real risk of harm

b. strengthened own-motion investigation powers including giving discretion for the Commissioner to
require urgent compliance with information requests

c. compliance notices issued by the commissioner following a complaint or an investigation to
require agencies to stop doing specific acts or to change their practices

d. penalties for non-compliance with a request for information.

At the same time, the intention is to support the Privacy Commissioner’s role in complaint resolution at
the lowest level and stopping breaches from occurring.
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A. Mandatory breach notifications

Options

Description

Impacts

Status quo

Voluntary notification to the Privacy
Commissioner and/or to individuals, if
a breach occurs.

e The Commissioner's guidance material
combined with veluntary reporting are
not enough currently to help avoid
breaches.

e We only know about the breaches that
are reported in the media, and these
tend to be significant public sector
breaches.

e The Commissioner's powers to help
prevent breaches are weak because
there is no requirement for OPC to be
informed of problems, and so it cannot
help rectify those difficulties or help
agencies avoid future breaches.

o Future harm cannot be minimised.
e Early detection is not incentivised.

e Individuals’ trust in the system is
undermined by regular breaches.

e The status quo is inconsistent with the
proposed EU Data Protection
Regulation which introduces a data
breach notification requirement.

Options

Description

Impacts

Law
Commission
recommend-
ations

Recommendations: 67 to 79

Require mandatory breach notices
where a serious breach occurs; a
high threshold.

Agencies must notify the individual
and the Commissioner if the breach
is serious.

Non-notification is grounds for a
complaint to the Commissioner and
could ultimately lead to Tribunal
proceedings and damages.

e Notification to the Commissioner and to
affected individuals would enable an
opportunity for the Commissioner to
help avoid future breaches and for the
agency to provide redress where harm
has occurred. Improved confidence and
trust of individuals as a result.
Consistent with the proposed EU Data
Protection Regulation and would signal
to overseas jurisdictions that our privacy
laws are robust.

Mandatory  breach  notification is
potentially costly for agencies in the
short term if new systems need to be
implemented, but has the potential for
longer term savings for an agency if
client confidence is maintained and
system issues are addressed.

The scale and cost of the notification
process for each breach is influenced by
the nature of the issue, the level of harm
to individuals, and the number of
individuals affected. Actual costs are
currently not possible to estimate.
Potentially an increased volume of
complaints to OPC, which is difficult to
estimate and cost. If there was a 256%
increase over current volumes, costs for
OPC may increase by up to $0.560
million p.a., using 2011/12 figures as the
baseline for the number of complaints
and the average cost per complaint.
Volumes could be mitigated by the
introduction of rec 60 about
representative complaints.
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e Risk: the potential volumes of
complaints, and the scale of the
mitigation impact of recommendation
60, are difficult to estimate.

Govt Modified recommendations of the | ¢ The lower threshold for reporting would
recommend- | Law Commission — Reasonable | enable OPC to be more proactive in
ation steps to notify the: promoting compliance, to work with

o Commissioner of material breaches | agencies to educate and raise

o Coifissionsr - affected | @wareness of good practice before

individuals of breaches where there SEHULL: breaches occur, and to detect
is a real risk of harm. systemlc problems. . )

Recommendation 79 suggests that | ° Potential to help avoid more serious

OPC create new guidance material, breaches ‘that WOUI(.:I otherwise be

and the Ministry of Justice has accompanled by _higher ‘cqs_ts ta

andettaken to diseuss this with OPE agencies and added harm to individuals.

once Government has accepted | ® Improved confidence and ftrust of

other relevant recommendations. individuals to a higher degree than other

Exceptions — agencies will not need Gptians. . .

to notify breaches if the agency o Whether the fine shoulld .be a civil

believes, on reasonable grounds, penalty rather_than- a criminal offence

that there are public interest grounds | @n be determined in the context of the

mitigating against notification that | Government Response to the Law

outweigh the public interest in Comrnllssmn report on the Law Relatlng

notification e.g. where notification is | o Civil Penalties (final report due in

likely to prejudice the security or 2014).

defence of New Zealand or its

international relations, or where

notification could make matters

worse for vulnerable people.

If a non-notified privacy breach

becomes public, agencies would

have to satisfy the Commissioner

(and, if necessary, the Human Rights

Review Tribunal) that an exception

applied.

Penally fine of up to $10,000 upon

conviction of failure to notify

Commissioner of either tier one or

tier two breaches.
Mandatory On balance, the option of regulating for the reporting of all material and serious
breach breaches has the most potential to meet the Government's objectives of bolstering the
notifications | privacy protection and confidence of individuals while assisting agencies (Government
- summary | and private) to avoid more serious and costly future breaches. It is consistent with a

balanced and fair approach that aims to minimise harm. There are risks relating to the
difficulties in estimating the potential increase in the volumes of complaints; each of
which is a cost to OPC.
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B. Compulsory audits or strengthened own motion investigation powers

Options Description Impacts
Status quo The Commissioner can | e Emerging and systemic issues cannot
undertake an own motion easily be identified.
inquiry into any matter if it
appears to the Commissioner
that the privacy of an individual
is being, or may be, infringed.
The Commissioner has
compulsory information-
gathering powers and can
summon witnesses.
Every person commits an
offence and is liable to a fine of
$2,000 if they fail to comply
with the lawful requirements of
the Commissioner.
Law Recommendations: 64, 65 o Early identification of issues within an
Commission | Allow compulsory audits where | agency. A means of identifying and
recommend- | there are good reasons. investigating more serious issues.
ations The Commissioner could (i) | e Signals to business and government
undertake the audit; (ii) require agencies to consider the security of their
the agency to self-audit or (iii) systems — but, rightly or wrongly, people
commission an audit. have the sense that audit is something that
Good reasons include: happens after the event, and that occurs
reasonable grounds to believe within an agency, whereas we need a
an agency’s systems are| mechanism that can look across the sector
inadequate; the agency | as well as within an agency, and in a
handles particularly sensitive proactive manner where possible.
information; or the agency is | e« The likely volume of audits is difficult to
engaging in a new or untested estimate and cost. If the number was to be
practice. five times higher than the status quo, and
increase in scale, the costs would increase
from $0.280 to $1.400 million p.a.
e The Law Commission did not recommend
who should bear the costs of the audits.
o Risk: likely volume of audits difficult to
estimate.
Government | Modified status quo: e Strong signals to agencies to proactively
recommend- |, gjve the Commissioner the | consider the security of their systems.
ation discretion to decrease the | « OPC would continue to have discretion
time for agency about which investigations to progress,
compliance  with the ensuring proportionality of response. Likely
Commissioner's evidence to achieve the same purpose as the LC
power from the maximum recommendation.
of 20 working days e OPC can work with an agency to improve
e increase the  offence privacy systems alongside the issuing of a
penalty for offences for not compliance notice requiring changes to an
complying with requests | agency's systems or behaviours.
for  information  from | e Should improve confidence and trust in
$2,000 to a maximum of | how agencies use personal information.
$10,000.
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Govt
recommend-
ation (cont)

OPC to publish a protocol | e If the number of investigations was to

about how it will go about double and increase in scale (as is

conducting the own-motion expected), the cost to OPC of own-motion

inquiries, to ensure inquiries would increase from $0.280 to

transparency. $0.700 million p.a. This is expected to
include any additional costs relating to
establishing a protocol about the own-
motion inquiry process.

o |[f the Commissioner issues compliance
notices requiring upgrade of information
systems, this could require significant
capital expenditure. OPC's experience to
date, however, is that compliance largely
relates to enforcing rules, checks, and
balances that are already in place but not
used, rather than introducing new systems.

e OPC meeting the costs of these
investigations would guard against overuse
of power.

¢ Risk: the volume and scale of inquiries is
difficult to estimate.

Compulsory
audits -

The best outcomes for individuals, agencies and for OPC, on balance, are likely to
result from a combination of strengthened powers for OPC to compel the provision of

summary information and for it to work with an agency alongside the issuance of a compliance
notice. Strengthened own motion powers would build on the Commissioner's focus
on facilitation and resolving issues at the lowest level, and enable a cross-sector
view. The audit option potentially poses significant financial risks for agencies. The
key risk is that the number and scale of own-motion inquiries under the proposed
regime is difficult to estimate, but will impact on cost.

C. Compliance notices

Options Description Impacts

Status quo The Commissioner relies | ¢  There is limited capacity to prevent breaches
on voluntary compliance or minimise harm. The Commissioner does
because she  cannot not currently have the power to respond
require agencies  to where there has been:
change their practices. - repeated non-compliance
She has limited ability to - a failure to alter practices despite
act where wider concerns assurances during the settlement process
with systems or - a breach, and there is an opportunity to
procedures are identified minimise the harm to individuals.
through  the ~complaints | , g giness and government agencies are not
process or ofher avenues, | compelled to address any weaknesses in their
or where agencies are privacy systems.
unwilling to comply. .

e Individuals are not adequately protected.

Regulatory Impact Sta
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Law
Commission
recommend-
ation

Recommendation: 63

This recommendation
would give the
Commissioner the power
to issue a compliance
notice for privacy
breaches, either in
response to a complaint
or through an own-motion
inquiry.

There would be the right
to challenge the notice
through the Tribunal.

Non-compliance would be
an offence under the Act.

e OPC not expected to incur additional costs from

issuing compliance notices per se, as a
compliance notice would replace some of the
current ‘closing letters’ from an investigation.

Risk: a departure from the current voluntary
compliance regime incurs a risk of impacting on
conciliation.  Agencies may become more
adversarial, and there may be a perception of
reduced incentives for the OPC to settle
complaints.

More appeals might be expected during a
transitional period, which will then drop off.
Costs relating to appeals may be up to an
additional $0.070 million in 2014/15 and $0.140
million in 2015/16.

Businesses are not expected to incur additional
compliance costs as, in OPC’s experience,
compliance largely relates to enforcing rules,
checks and balances that are already in place
but not used, rather than implementing new
systems.

Individuals are more protected, with improved
confidence and trust in the use of their
information by agencies.

Government
recommend-
ation

Agree with the
recommendation of the
Law Commission. Adopt.

To mitigate possible adversarial responses, the
legislation can emphasise that conciliation is the
overriding objective, and compliance notices are
to be used as a backstop if conciliation is not
successful.

The OPC could issue guidance outlining how,
and when, compliance notices will be issued.

Compliance
notices -
summary

Compliance notices are considered to be a potentially significant factor in preventing
future breaches and minimising harm to individuals; important objectives for privacy
settings and weaknesses of the status quo. This is because they place enforceable
requirements on agencies to change their practices for the better. This option is
accompanied with a risk however that, for a transitional period, the currently non-

litigious settlement process becomes more litigious.
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2. Clarifying business obligations when private information is
transferred across borders

Cross-border transfers of personal information are increasing in both number and complexity. Cross-
border transfers of personal information fall into two main groups. Cross-border outsourcing is where
an overseas provider holds and processes information on behalf of a New Zealand agency. Cross-
border disclosures occur where a New Zealand agency discloses information to an overseas agency
and the overseas agency then uses the information for its own purposes.

Status quo and problem definition
Cross-border outsourcing

There are gaps in current privacy law dealing with cross-border outsourcing. In some situations no
agency is responsible for protecting the privacy of the data. Currently, a New Zealand agency remains
liable for information it outsources to an overseas service provider. However, this liability depends on
how the service provider uses the information. If the overseas service provider uses or discloses the
information for ifs own purposes the New Zealand agency is no longer liable. For example, if the
service provider used the information for its own purposes and had a data breach, the New Zealand
agency would not be liable. An individual in New Zealand harmed by the data breach would be unable
to bring a complaint against either the New Zealand agency or the overseas service provider (the
service provider is not subject to New Zealand law).

In addition, the relevant provision is poorly drafted and difficult to find in the Act. We consider it is
likely that some agencies may be unaware of their obligations regarding outsourced information.

Cross-border disclosures

Once information has been disclosed to an overseas agency there is no guarantee the information is
subject to adequate privacy standards. Currently, a New Zealand agency can disclose information to
an overseas agency if the disclosure complies with the Information Privacy Principles. There are no
further obligations on the New Zealand agency to ensure the information will continue to be subject to
adequate privacy standards in the overseas jurisdiction. This means that New Zealanders' personal
information can be disclosed to an agency in a jurisdiction with no or inadequate privacy law. As with
cross-border outsourcing and individual would not be able to bring a complaint against the overseas
agency as the overseas agency is not subject to New Zealand law.

Cross-border enforcement and international privacy rules

More generally, current privacy law does not adequately address how New Zealand cooperates with
other jurisdictions with respect to privacy violations. Nor does it enable New Zealand agencies to
formally adopt international privacy rules that reduce the compliance costs associated with the cross-
border transfer of information.

Addressing the problem and potential outcomes
The proposals are:

a. cross-border outsourcing — clarify in law that an agency that outsources personal information
services to an overseas provider is accountable for what happens to that information, and is
responsible for any breaches of privacy by the service provider

b. cross-border disclosures — a new privacy principle requiring disclosing agencies, with some
exceptions, to take reasonable steps to ensure that the information will be subject to acceptable
privacy standards in the foreign country; the Act will provide guidance on reascnable steps. One
of the exceptions will be that agencies can provide information offshore so long as clients
authorise an agency to do so in the full knowledge that the standards of the privacy laws in the
offshore country may or may not be adequate

¢. cross-border enforcement cooperation — provide the Commissioner with the powers to share
relevant information with overseas privacy enforcement authorities, provide assistance to
overseas authorities in relation to possible violations in their privacy laws, engage in mutual
assistance with overseas counterparts, and cooperate with other authorities and stakeholders

d. cross-border privacy risks — undertake further work to determine whether the APEC cross-border
privacy rules may provide a mechanism to reduce the compliance costs of businesses trading in
multiple jurisdictions.
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A. Cross-border outsourcing

Options

Description

Impacts

Status quo

There is a gap in current
law regarding outsourcing
of personal information:
where a NZ agency sends
information to an
overseas provider for
storage and processing,
such as Cloud and
offshore data processers,

Agencies are generally
accountable for such
information. However if
the overseas provider
uses the information for
its own purpose (not the
purpose of the
outsourcing NZ agency),
then the NZ agency is no
longer deemed to ‘hold’
the information.

e A NZ agency is not accountable for the
overseas provider's breach of NZ privacy laws.
A person in New Zealand whose privacy is
breached by the overseas provider would have
no redress in New Zealand under the Privacy
Act.

e The risk of impact actually occurring may be

partially mitigated by the potential reputational
damage to an NZ agency if their overseas
provider misuses personal information. Some
NZ agencies will already be ensuring they deal
with reputable overseas providers and that there
are adequate systems in place to prevent the
provider misusing the information.

Regulatory Impact Statement: Supplementary Government Response to the Review of the Privacy Act 1993
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Law
Commission
recommend-
ations

Recommendations:
107, 109.

Clarify that an agency that
outsources personal
information services (such
as storage and
processing) is
accountable for what
happens to that
information, and is
responsible for any
breaches of privacy by the
service provider.

This approach would
clarify that a New Zealand
agency remains
accountable under the
Privacy Act for what
happens to information
outsourced to an
overseas service provider.

Increased protection for individuals when their
information is outsourced to an overseas
service provider. Individuals will have more
confidence that their personal information is
protected and they will be more inclined to
provide the private information needed by the
agencies.

We are unable to quantify the costs for agencies
as this will depend on how agencies currently
deal with outsourcing. For example, whether an
agency already ensures that the information will
be appropriately protected (some agencies
already do this as a matter of sound business
practice, but others may not). We have
assumed the costs will be minimal as the
proposal is closing a discrete gap and is also
clarifying existing legal obligations that are not
clearly expressed in the Privacy Act We
acknowledge that some NZ agencies may have
to take additional steps to ensure they have
systems in place to mitigate against a situation
where the overseas agency uses the
information for its own purposes in breach of the
outsourcing arrangements. It is unclear how
many agencies will be impacted by the proposal
and to what extent, given the broad application
of the Privacy Act.

The benefit of closing this legislative gap and
clarifying existing legal obligations is improving
the safeguards applying to personal information
and increasing protection for individuals. We
consider that this outweighs the costs for
businesses.

Agencies will be incentivised to ensure they
outsource information to reputable companies
with adequate privacy systems as the law will
clearly state that the NZ agency is accountable
if the overseas service provider breaches the
Privacy Act.

Guidance material will provide agencies with
suggestions as to how to mitigate risks when
they outsource information overseas to higher-
risk jurisdictions (as per recommendation 108).

NZ businesses are likely to benefit from New
Zealand's laws being more closely aligned with
those of likeminded trading partners such as
Australia and the EU. We are unable to quantify
this benefit but closer alignment is likely to
facilitate trade with these countries,

There are no identified risks.

Non-
regulatory
option

OPC clarification of, and
guidance about, agency
accountability

Does not address the current statutory gap
where a NZ agency is not responsible if the
overseas provider uses the outsourced
information for its own purposes.

There would be no statutory incentive for NZ
businesses to deal with overseas providers that
will protect the privacy of the outsourced
information.
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e Some NZ businesses will already be ensuring
they deal with reputable overseas providers and
that there are adequate systems in place to
prevent the provider misusing the information.
They are likely to continue to do this.

o There would be no remedy available for an
individual whose privacy had been breached by
an overseas provider using the information for
its own purpose (rather than in accordance with
the outsourcing arrangements).

Government | Agree to e As for the Law Commission’s recommendations.
recommend- | recommendations of Law
ation Commission. Adopt.

Cross-border | Ensuring that agencies are always responsible for what happens to personal

outsourcing - | information that they outsource is expected to improve information protection and

summary mitigate against potential breaches. We consider that the potential for increased

costs to businesses should be outweighed the proposal’s benefits. This proposal

will:

e ensure that New Zealand’'s privacy practices are consistent with overseas
jurisdictions

e support New Zealand businesses to operate effectively internationally, based on
the confidence and trust of individuals

e encourage and facilitate compliance with good privacy practice.

There are no identified risks.
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B. Cross-border disclosures

propose that, in addition,

the Act should:
e establish a new
privacy principle

requiring NZ agencies
to take reasonable
steps to ensure that
information disclosed
overseas will be
subject to acceptable
privacy standards in
the foreign country

e provide guidance on
reasonable steps and
a list of acceptable
jurisdictions

o provide exceptions
e.g. agencies can
provide information

offshore so long as
clients authorise an
agency to do so in the
full knowledge that
the standards of the
privacy laws in the
offshore country may
or may not be
adequate.

Options Description Impacts
Status quo No provisions in law | e Individuals are unprotected in the modern global
regarding cross-border approach to business, work and play.
disclosures of information: | | A 5011 OPC survey of international disclosures,
when NZ agencies send |y, ever found that most responding agencies
personal information | - gjready had controls to protect the security of
overseas to a foréign | jnrormation in transit and to ensure that
agency for the foreign | gyerseas organisations could not pass the
agency's own use. information onto unauthorised third parties or
use it for different purposes.
Law Recommendations: 110- New compliance costs for agencies sending
Commission | 112. NZ agencies information overseas, as they will need to do a
recommend- | sending personal risk assessment.
ations information overseas
should be required to take
reasonable steps to
ensure that the
information is subject to
acceptable privacy
standards. ,
Government | Agree with As for Law Commission’s recommendations,
recommend- | recommendations of the | with additional guidance on what is reasonable
ation Law Commission and | and acceptable.

Public confidence in cross-border information
flows is essential for New Zealand's effective
participation in global markets.

Including exceptions will help to reduce
compliance costs to businesses. We are unable
to quantify the costs to agencies as this will
depend on a variety of factors such as whether
the agency discloses information overseas as
part of its day-to-day business, if so, whether
these disclosures are subject to contractual
terms etc.

The Commissioner will have the power to
publish a list of overseas frameworks that
constitute acceptable privacy standards. This
will help to mitigate the compliance costs to
agencies.

Doing due diligence on the privacy standards of
additional jurisdictions is a time-consuming job.
OPC may require an additional FTE to take on
this role, potentially costing $0.140 million p.a.
for two years. There is a risk that this role may
take longer than two years.

NZ businesses are likely to benefit from New
Zealand's laws being more closely aligned with
those of likeminded trading partners such as
Australia and the EU. We are unable to quantify
this benefit but closer alignment is likely to
facilitate trade with these countries.
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Cross border
disclosures -
summary

Requiring agencies to take reasonable steps to ensure acceptable privacy standards

of overseas jurisdictions, before sending personal information to those jurisdictions,

is an important expectation in today’s global and networked environment. The

proposal will:

o ensure that New Zealand’s practices are consistent with other jurisdictions

e support New Zealand businesses to operate effectively internationally, based on
the confidence and trust of individuals

e encourage and facilitate compliance with good privacy practice.

There are no identified risks other than a small risk that the estimated costs of
compiling a list of ‘privacy safe’ jurisdictions may increase, if the task takes longer
than four years.

C. Cross-border enforcement cooperation

Options Description Impacts
Status quo a. No provisions to support the | « Restricts ability to build goodwill
Commissioner to engage in across jurisdictions that can be
cooperative  relationships  with | drawn on to help resolve complaints.
other jurisdictions, although s72C
allows consultation with overseas
privacy enforcement authorities
about specific complaints.
Law a. Recommendation: 114. e Cooperation and mutual assistance
Commission Enable the Commissioner to creates goodwill that can be called
reFommend- s share elevant information: with on when we need to resolve New
ations Zealanders’ cross-border complaints.

overseas privacy enforcement

authorities e Wil help resolve issues for
o provide assistance to overseas | [ndividuals as well as business and

authorities in relation to possible | government agencies.

violations of their privacy laws e Broader cooperative powers would
eengage in mutual assistance be a useful response to the particular

with overseas counterparts challenges of enforcing privacy

o cooperate with other authorities protection in an online environment.

and stakeholders.

b. Supplement Tribunal's | e Potentially simplifies cross-border
procedural powers to deal with proceedings between Australia and
cross-border privacy complaints. New Zealand. There are links to

existing Ministry of Justice work on
implementing the Trans-Tasman
Proceedings Act.

e The recommendation relates to all
aspects of the Tribunal's work not
just privacy matters; and so further
work needs to be done to consider
the broader impacts.
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Government
recommend-
ation

a. Agree with recommendation of
the Law Commission. Adopt.

e How mutual assistance  with
overseas counterparts will operate is
under consideration. There are no
identified risks.

e Legislative amendment is required to
ensure New Zealand:

- is consist with the international
community;

- can take advantage of
developments in cross-horder
enforcement; and

- Is in a position to provide
reciprocal assistance.

will be
in the

b. Defer. Tribunals
considered for inclusion
frans-Tasman evidence regime
and under the Trans-Tasman
Proceedings Act 2010 (TTPA)
once it comes into force. The
HRRT is one of many NZ tribunals
to be considered for inclusion.

e The aim is to ensure that the
proposal is suitable across all areas
of the Tribunal’s jurisdiction and that
a consistent approach is taken to
implementation of the Trans-Tasman
Proceedings Act 2010.

Cross border
enforcement
cooperation -
summary

Enabling the Privacy Commissioner to work cooperatively with overseas jurisdictions

can only benefit individuals in today's environment in which cross-border flows of
information are routine. There are no identified risks from this proposal.
The recommendation to enable the Tribunal to deal with cross-border privacy
complaints is deferred to be incorporated into a wider piece of work.

D. APEC cross-border privacy rules

that does not have treaty status and
can be changed quite easily.
Most APEC economies are exploring

administrative approaches to
implementing the privacy rules, and

Options Description Impacts
Status quo No provisions in law relating to cross- | e Businesses trading in  multiple
border privacy rules. jurisdictions face significant
compliance costs when they need to
comply with many sets of rules
across a number of jurisdictions.
Law Recommendation: 115. Include a | « Businesses trading in multiple
Commission | provision allowing for the adoption of | jurisdictions would incur fewer
recommend- | a cross-border privacy rules system compliance costs if they were
ations in New Zealand — to come into force enabled to comply with only one set
at a time to be determined by Order of rules across many jurisdictions
in Council. Aimed at implementation | , Requlation many not be required for
of APEC’s cross-border privacy rules thisgpurpose hogvever .
system for businesses. ' )
Government | Agree that APEC’s rules system | o Not clear whether legislative change
recommend- | could benefit businesses trading in is required.
ation multiple jurisdictions by allowing | , Government will consider further
them to comply with one set of rules how APEC cross-border privacy
SR all jur|3f:||ct|0ns. . rules could be implemented.
HisAgres Y‘”th the mechanism. | By not proceeding immediately,
Some constitutional concerns about businesses i fot bR the
implementing legislatively a non- potential batiatits (reduced
binding international arrangement

compliance costs) associated with
APEC cross-border privacy rules.
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New Zealand should follow this lead.
The QOPC is comfortable exploring
this approach.

APEC cross Propose further work to determine whether APEC cross-border privacy rules may
border rules - | provide a mechanism to reduce compliance costs and other benefits, and if so, how
summary to implement the cross-border privacy rules.

There are no identified risks.

3. Streamlining the complaints process

The Law Commission agrees that the privacy complaints resolution system is already reasonably
effective and efficient and, on the whole, aims to keep resolution at the lowest levels.

Status quo and problem definition

A problem area, however, relates to complaints from individuals that an agency has decided not to
give them access to their personal information. Currently, if the Commissioner cannot settle an
access complaint, the Commissioner may decide to refer the complaint to the Director of Human
Rights Proceedings. The Director will then consider whether the case should be considered by the
Human Rights Tribunal. Tribunal proceedings are adversarial and court-like, and it is not an
appropriate forum for resolving access complaints. Where the complainant is a party to the
proceedings, the proceedings must be conducted in a way that prevents the complainant from seeing
the material at issue until the Tribunal has made a determination. This raises natural justice issues.

Prompt access to personal information is a key component of international privacy laws and, in
Australia and Canada, is addressed through both state/provincial laws as well as federal. Compliance
notices can be used, and are enforced through financial penalties and/or court action.

Addressing the problem and potential outcomes

The proposal is to improve complainant access to their own information by giving the Commissioner
the power to issue compliance notices requiring the release of the information to the individual
concerned. This will streamline the complaints resolution process so that it is as efficient and effective
as possible. The changes will enhance complainants’ confidence that their complaints can be
resolved quickly and efficiently.

A. Access determinations

Options Description Impacts

Status quo Currently  complainants | e These access cases make up about half of the
do not have access to the | OPC’s complaints workload and about half of
information in dispute and the cases that are referred to the Tribunal.

it is difficult for them to | ¢ The cost of the Tribunal is estimated at, on
argue their case. average, about $6,300 per case. Eighteen
Only the Tribunal makes access cases were considered in 2011/12.

access determinations.

Law Recommendations: 56- | e Improved outcomes for individuals. Would
Commission | 59. Would give the | enhance complainants’ confidence that their
recommend- | Commissioner the power | complaints can be resolved quickly and
ations to make enforceable | efficiently.

decisions  on  access | , nore efficient and effective process. Tribunal

complaints  about what | o5ings of up to $0.100 million p.a., if no longer
information  should be | o4 ired to make determinations on access
released  and  which | ases \Would add little to the OPC costs of
withheld. already handling the access case prior to
OPC's determination |  escalating to the Tribunal. Proposed that these
would be binding on the | savings be absorbed into processing other
agency, unless there was | complaints more quickly by the Tribunal.

anappealtothe Tribunal. | | proviqes  scaled  response  following
investigation.

e OPC can have greater oversight to identify and
resolve systemic issues.

Government | Agree with the | ¢ As above. There are no identified risks.
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recommend- | recommendations of the | e Within an  environment which enables
ation Law Commission. Adopt. compliance notices, also discussed in the first
cluster of proposals, there would be
strengthened Commissioner powers to seek an
assurance that the action which led to the
breach will not be repeated, making conciliation
more meaningful for the parties.
Access Enabling the Commissioner to make access determinations instead of relying on the
determin- Tribunal would improve efficiency, reduce costs, improve the trust of and outcomes
ations - for individuals, and ensure natural justice.
summary There are no identified risks.

B. Role of the Director of Human Ri

hts Proceedings

Options Description Impacts
Status quo If the Commissioner is | e Director considers the matter afresh and
unable to settle appears in the Tribunal as the prosecutor
complaints, it is referred | o pirector has expertise and experience in
to the Director to consider appearing before the Tribunal
whether it should proceed
in the Tribunal
Law Recommendation: 55. | e This would result in the duplication of
Commission | The role of the Director resources and expertise. The Director would
recommend- | should be removed in need to be retained for other (human rights)
ations privacy cases and given cases, and the Commissioner would need to
to the Commissioner to develop increased expertise with respect to
streamline the complaints the (few) privacy cases. '
resolution process e The primary conciliation role of the
Commissioner would be maintained.

e The continued separation of compliance and
litigation functions ensures that parties can
freely engage in conciliation;

[ ]

Government | Reject. The role of the | ¢ As above

recommend- | Director in privacy cases | , There are no identified risks

ation should be retained.

Summary The status quo should remain to ensure the best outcomes for all parties to a privacy

complaint.

outweighed by disadvantages.

Opportunities to streamline the complaints resolution process are
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4. Fixing gaps and making compliance easier

The Law Commission concluded that the Act is fundamentally sound.

Status quo and problem definition

The problem is the lack of clarity and the use of difficult language in the Act. Businesses, government
agencies and individuals can have difficulty understanding their obligations and rights.

Addressing the problem and potential outcomes

A number of minor and technical improvements to the Act are recommended including some to
improve clarity about intentions, definitions, thresholds and roles. A new purpose clause is proposed
that balances privacy interests with the ability to effectively use information. Drafting improvements
are also suggested to improve the clarity and workability of the principles.

This raft of less significant recommendations is considered in the following table.

Very few of these recommendations are expected to have a financial or economic impact. Any
changes to the approach and scope will also have social implications, because privacy is inherent in
this day and age in the way we interact, do business, work, and play. Any legal changes to protect
people’s privacy, however minor, will become part of New Zealand’s social fabric that helps make
people’s lives better.

Where expected and specific impacts can be identified, they are included in the following table.
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Conclusions and recommendations

45 These proposals are seen to be positive for business and the public sector by giving
the public the confidence to provide information to them. In the public sector,
ensuring privacy concerns are addressed upfront is critical to achieving the
Government's expectations for a more efficient, effective and joined up service
delivery through Better Public Services. For the private sector, they are seen as
being in line with developing international expectations for doing business worldwide.

46 The package of privacy measures being proposed aims to ensure that the set of
incentives for agencies to develop better privacy governance systems is
strengthened and that people can feel confident that their personal information is
protected. Some of the most far-reaching Law Commission recommendations have
been modified in order to develop responses that are proportionate to the extent of
potential harm to individuals. Where possible, incentives and guidance are proposed
rather than sanctions, to avoid overregulation, although the potential for sanctions
can also act as an incentive to change behaviours.

47 Any change in policy and legislation significant enough to change behaviours and
outcomes will also be accompanied by costs. The privacy reforms are no exception.

48 Even though the majority of Law Commission recommendations about privacy reform
are either exempt from this RIS or are of a less substantial nature, there are a handful
of proposals that will result in compliance costs to agencies (public and private).
Where additional costs to agencies are most likely to be experienced relates to being
required to notify all individuals when a serious breach has occurred, as well as
ensuring that privacy rules and systems are adhered to if a compliance notice is
issued. The costs potentially associated with these changes are hard to quantify as
every situation is unigue.

49 On the whole, the risk of overregulation with an accompanying increase in the
compliance burden on agencies has been avoided in the proposed privacy reforms.

50 It has not been possible to estimate the possible compliance costs to agencies of the
privacy proposals, because OPC does not currently have access to information about
system-wide privacy limitations, particularly of private sector agencies.

51 However, it is possible to say that the law already effectively requires agencies to
operate privacy systems so as to minimise the chance of harm being done to
individuals. The key proposals in this paper — namely mandatory breach notification,
enhanced own motion investigations and compliance notices — only involve marginal
costs in relation to these existing obligations:

51.1 mandatory breach notification — marginal costs of reporting breaches to OPC
and affected individuals;

51.2 own motion inquiries — costs will be particularly low across agencies as only a
few agencies in any given year are likely to be subject to an own motion
inquiry, given the funding restraints on OPC.

51.3 compliance notices — marginal costs to agencies as compliance notices will
be a ‘last stop’ regulatory tool.

52 In addition, to limit costs to agencies as far as possible the proposals rely less on
monitoring and penalties, and more on early intervention by OPC, powers that will
enable OPC to identify system-wide problems, and the infrastructure to provide
guidance and education. A significant new role for OPC will be involvement in the
development of:

52.1 information-sharing agreements
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52.2 mechanisms for achieving Better Public Service targets that are consistent
with privacy imperatives

52.3 systems that are set up to continuously review and refresh security
management within a wider risk framework, as recommended by Cabinet in
May 2013 in response to the Government Chief Information Officer's “Review
of Publicly Accessible Systems”.

53 While examples of support are more obvious for public sector agencies, the same
~principles will apply to private companies seeking guidance and assistance.
Facilitation, support, and ‘before-the-fact’ assistance is far less burdensome on
agencies than compliance with a set of rigid rules that are subsequently monitored
and penalties imposed where compliance is not found.

Meeting objectives

54 The package of proposed reforms (including mandatory reporting of privacy breaches
in a two-tier arrangement, enhanced own motion investigations, the ability to issue
compliance notices, and cross-border protections of personal information) will
significantly improve the capacity of the regulator to detect emerging and systemic
issues at an early point and to either prevent or resolve these as soon as possible.

55 Early detection and the avoidance of future more serious breaches will both
contribute to the minimisation of harm and build consumer trust in how their personal
details are used by Government agencies, businesses, and across jurisdictions.

56 While the proposed package will provide the Commissioner with the tools needed to
address privacy risks, there will be safeguards around their use to minimise the
compliance costs to agencies. The primary role of the Commissioner will remain the
facilitation of compliance and to work with agencies to improve privacy.

57 The proposed package is in line with developing international expectations for doing
business worldwide with one exception; other jurisdictions rely on the imposition of
heavy fines to ensure compliance. For example, in Australia agencies face a fine of
up to A$1.7 million for repeat and serious privacy breaches. The New Zealand
package of reforms is more moderate. Because we are proposing a package of
reforms that balances increased prescription with increased support, New Zealand
should not consider imposing fines for privacy breaches at this time. Unlike Australia
and some other jurisdictions, New Zealand tends to a legal framework that is less-
regulated, imposing fewer costs on businesses if at all possible. The need for and
usefulness of fines could be considered, if need be, once the impacts of the privacy
reforms have been determined. If it becomes clear that guidance and early
intervention is not effective, the use of sanctions may be appropriate. The final
section in this RIS covers monitoring, evaluation and review.

Financial impacts for the Office of the Privacy Commissioner

58 The additional demand that OPC is currently facing as well as the additional functions
we are asking it to do now and in the future call for a much better resourced Office
than is currently the case. OPC is a modest organisation that has managed to
absorb a lot of additional demand without any additional resources over the past
seven years.

59 Institutions of government such as OPC are tasked with roles in strengthening the
state sector, improving system performance and contributing to economic
performance. The Commissioner's ability to fulfil her current role in these critical
areas is limited due to increased demand for privacy services. A sustainable base
level of funding for the OPC is required.

60 OPC currently receives $3.2 million in Crown funding every year — this has not
changed since 2007. Over the last four years, demand for OPC services has
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significantly increased. Examples include complaints increasing by 36%; public
enquiries by 54%, media enquiries by 29%, and privacy breach notifications rose
from 3 to 107.

61 To provide for the OPC to contribute and operate effectively it is recommended that
OPC receives increased baseline funding of o

62 There are three broad options for meeting these costs. Funding from justice sector
baselines, funding from a levy system or cost recovery, or additional funding from the
centre. The preferred option is additional funding from the centre.

64 Although OPC is funded through Vote Justice, only part of its functions are connected
with broader justice outcomes — in this respect it is not dissimilar to other Crown
Entities that are also funded through Vote Justice, such as the Electoral Commission
and the Real Estate Agents Authority.

65 The work of the Commissioner benefits the entire economy, and a strong and
independent Commissioner assists in the Government's broader goal of improving
and modernising the state sector through safe and efficient exchange of data. These
are public goods that should be rightly funded by all of Government.

67 The possibility of public and/or state sector contributions via either a levy system or
cost recovery has been considered. Both mechanisms have significant
disadvantages.

68 A levy would be impracticable because:

68.1 the cost of administering a levy would be disproportionate to the amount of
revenue to be collected and impose compliance costs on business, whether
administered independently or in combination with other levies

68.2 combining a privacy levy with an existing levy system risks compromising the
effectiveness of existing levies by confusing businesses about what they are
paying for, increasing non-payment and/or reducing the information provided
by businesses to agencies to avoid payment. The levy would also not target
all of those who benefit from robust privacy settings.

69 In terms of cost recovery, OPC services are too variable to enable fixed charges, and
recovery of costs incurred would limit incentives for cost efficiencies.

Benefits of additional funding

70 Overseas studies? indicate that each privacy breach can cost an agency (in both
tangible and intangible costs) at least US $200 (NZ $243) per individual affected, on

2 Romanosky, Hoffman, and Acquisti. (2012). Empirical Analysis of Data Breach Litigation. Eleventh Annual
Workshop on the Economics of Information Security WEIS 2012
Ponemon Institute. (March 2011). 2070 Annual Study: US Cost of a Data Breach: Compliance Pressures,
Cyber Attacks Targeting Sensitive Data Drive Leading IT Organizations to Respond Quickly and Pay More

Acquisti, Freidman and Telang. (2006). Is There a Cost fo Privacy Breaches? An Event Study. Twenty-
seventh International Conference on Information Systems, Milwaukee 2006 and Workshop on the Economics
of Information Security 2006
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average. If this assumed average cost can be applied in the New Zealand context,
investment of $3.000 million per annum would only need to prevent three public
sector breaches affecting 4,000 or so people each, each year, for the investment to
have been cost neutral to Government. In the context of the number and scale of
public sector breaches over the past year or so and the nature of the privacy reforms,
this achievement is expected to be exceeded. Over the last four years, for example,
New Zealand has experienced:

70.1 a 36% increase in complaints to OPC
70.2 arise in breach notifications to OPC from three to 107

70.3 many of these breaches have potentially involved thousands of clients — the
Ministry of Social Development’s insecure kiosks alone meant that 529,000
clients were vulnerable (2012 Statistical report)

70.4 in February 2013, a Parliamentary Select Committee was advised that ACC
(with a database of 80 million client records) had experienced an average of
75 privacy breaches per month in the last quarter. The “Pullar’ breach in
March 2012 involved 6,700 client records.

71 The proposals for reform are considered to be good for business as well as the public
sector by giving the public the confidence to provide information to them.

72 The table below demonstrates the intervention logic for the proposed investment:

Objective e Reduced harm to individuals

e Fewer remedial costs to agencies; more trust in agencies on the
part of individuals

e International trade supported through compliance with
international privacy standards, with resulting economic growth
benefits

e More efficient public service at less cost

Longer-tem outcomes | ¢ Reduced risk of costly and embarrassing public (and private)
sector breaches

e Contribution towards the BPS target of an average of 70 per
cent of New Zealanders' most common transactions with
government being completed in a digital environment by 2017 —
as more people trust in and have confidence that the public
sector will protect their personal information

o Improved capacity of OPC to support: the achievement of all
BPS targets; next steps from the GCIO review; the development
of transnational agreements

Immediate outcomes e Creation of an enduring set of incentives to take privacy
seriously

e Reinforcement of other disciplines such as public sector risk
management and governance tools

e |mproved agency ability to protect personal information

appropriately
Outputs e OPC's functions and powers bolstered
Financial inputs e 100% increase in OPC'’s baseline, plus transitional costs
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Implementation

73 OPC will lead the implementation of the operational proposals contained in the
package of privacy reforms; working closely with the Ministry of Justice and other
relevant parties to ensure that the policy intent is appropriately implemented.

74 1t is intended that the development of guidance and educational material will be led
by OPC, in consultation with the Ministry of Justice, while the new Privacy Act moves
through the House. It will be ready for publication once the new Act commences.
Funding for the new functions and powers of the OPC including the development and
publication of guidance and educational material is being sought.

75 Implementation risks will be mitigated by:

75.1 policy involvement in the development of guidance material and OPC’s new
functions and powers, once approved

75.2 adequate funding of the new powers and functions

75.3 safeguards around the use of new tools to minimise their compliance costs to
agencies and to recognise natural justice.

76 Compliance costs are being minimised through the policy design of the proposals.
Some of the more significant Law Commission recommendations, for example, have
been modified to incorporate proportionality and thresholds of harm.

77 The proposals contained in the package of privacy reforms will be incorporated into
the drafting of a new Act. Outdated provisions will be retired, and definitions,
principles and purpose statements will be enhanced.

78 OPC will enforce the new laws from the date they are introduced. The passage of
the new laws through the House will provide agencies with the time needed to
prepare for new procedures.

Monitoring, evaluation and review

79 Section 26 of the Act requires the Commissioner to review the operation of the Act
every five years. The Law Commission has recommended (recommendation 49) that
this provision remain, but the Government proposes rejecting that recommendation
and repealing that section of the Act.

80 Government has introduced a regulatory scanning programme, overseen by
Treasury. This involves the systematic evaluation of an agency’s legislation and
regulations. There is an annual reporting cycle for regulatory scanning.

81 The Ministry of Justice scans groups of legislation for which it is responsible as part
of a “rolling programme”, with the aim that all regulation is scanned at regular
intervals. The Act will be part of this programme. The Ministry will consult relevant
stakeholders including the Commissioner.

82 The Act operates in a highly changeable environment with technology and
international developments suggesting that the Act may need to be reviewed more
frequently than every five years.

83 Section 24 of the Act requires the Commissioner to report on the operation of the Act.
Once the proposed initiatives are in force, OPC will be able to gather and report on
data with respect to:

83.1 the number and size of breaches, by type of breach (serious, material)
83.2 the number of compliance notices, by type of notice, and outcomes

83.3 the number of own motion investigations, by type of issue detected, and
outcomes.
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