Criminal Conviction
History (CCH) Request

Web Service
Third Party Administrator Guide

Version 1

March 2021

# MINI

6o g@ STRY OF
&y JUSTICE New Zealand Government




Contents

L INEFOAUCTION ettt e e e e e s e et e e e e e s et r e e e e e e e e 2
1.1 ADMINISITALOL TOIE ...ttt e e e e e e 2
2 HOW TO USE the SBIVICE. . .uiiiiiiiiiiiiii e 3
P2 R o o 1 1o IR 1 g TSI =T Vo = 3
2.2 Your dashboard ... 4
2.3 Dashboard NEAUEIS .......ccoiiiiiiiiiii 5
2.4 Dashboard detailS .........ooooiiiiiiiiiii 6
3 User Management MOAUIE ..o e 7
3.1 Multi-Factor Authentication (MFA) ......coooiiiiiiie e 7
3.2 Access the User Management Module (UMM) ... 7
3.3 User Management Module dashboard ..............coooiiiiiiiiiiii e 8
3.4 AU NEW USEIS ...ttt ettt e e e ettt e e e e e st e e e e e e e e s 10
BB EQIE USEI'S .ttt e e e ettt et e e e e e e e e 11
4 Manage Other USer’'s reqUESTES ............ooooiiiii i 14
4.1 LOCALE @ USEI'S TEQUES/S ..eeiiiiiiiiiiiiiiiiiiieietee ettt ettt 14
4.2 Change the distribution email for a reqUeSsH/S ...........ooovviiiiiiiiiiiiiiiiiii 14
4.3 Finalise another USErS' FEQUEST/S .......covviiiiiiiiiiiiiiiiiieieeeeeeeeeeee et 14

5 HOow the user activates theilr ACCOUNT. ... ...t e e e 15



1.

Introduction

1.1 Administrator role

As an administrator you can:

Access the User Management Module

Train new users.

Set up user access in the service.

Deactivate users when their access is no longer required.

Manage any Criminal Conviction History (CCH) requests that a user has raised when
they leave or no longer have access to the service.

Act as a first point of contact for users who are experiencing issues using the service
and raise issues with the Ministry of Justice.

Advise the Ministry of any changes to your organisations’ information.




2. How to use the service

2.1 Log into the service

Visit criminalrecords.govt.nz to login

Criminal Record Check

Welcome to the Criminal Record Check Requesting someone else’s

Requesting your own criminal
service. criminal record

record

This is an online service provided by the Ministry Registaced Third Party dedtalhespest
to request your own or someone else’s Criminal Registered Customers have a special
Conviction History report. agreement with the Ministry to request
on behalf of individuals. You will be
provided with access to login

Check your own criminal record (also
known as your criminal conviction

history).
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Log-in by entering your email address and password

Criminal Record Check

Sign in with your email
address

Email Address

Email Address

Password Forgot your password?

Password \

2.2 Your dashboard

The dashboard is your homepage for the CCH webservice. It helps you to manage the
following:

e Your own requests
e Requests for other authorised users in your organisation

e Access the User Management Module

Criminal Record Check &,y toggeain sign out &

© @ O

Dashboard ~ Creale request  History

Clear filters
Applicant name Y My reference Y Date created YT Requested by YT Status Y Applicant Email Y Action
n 20 v Noitems to display &




Your Dashboard displays all active requests for your organisation.

o Only an administrator can view other users’ requests

From this screen you can:

e Select requests to finalise

Select requests to cancel

Create new requests

View request history

Access the User Management Module

2.3 Dashboard headers

The header displays the following functions that a user can perform:

Icon Description

-'.G Logged in: CustAdmin03 AdminUser03 DiSpIayS your prOfile/username

(Your User Management Module access is also displayed)

This enables access to the User Management Module.

(This is only available for administrators)

Allows you to exit the system and takes you back to the

CCH Homepage. Any changes made when the sign out
button is selected will not be saved.

Allows you to go back to the dashboard.

Dashboard




Create request

Allows you to create a request for a criminal conviction
history.

&)

History

Opens your request history where all your finalised requests
are listed.

Clears all filters made from previous searches.
Clear filters

e R Allows you to finalise multiple requests at once.

2.4 Dashboard details

This section contains a list of requests created that are awaiting further action.

Field

Applicant name

Purpose

Name of applicant entered by the user.

My reference

User/Organisation can enter a reference for their own purpose

Date Created

Date when the request was created.

Requested by

User that created the request.

Status

Status of the request. The following statuses can be displayed:

¢ Awaiting finalisation — awaiting requestor to finalise and
submit the request/s.

e Email link sent — email link sent to applicant to complete
details.

Applicant email

Applicant’s email address




Action

Action/s that can be done on a request:

e Cancel — allows user to remove and not proceed with the
request

e Finalise — allows user to be taken to the Finalise screen so the
user can complete and submit the selected request/s.




3. User Management Module

3.1 Multi-Factor Authentication (MFA)

The User Management Module is used by the administrator to add, update or inactivate
users. An administrator will need to be authenticated by the system every time they access
this function. This will require the administrator to receive a code (phone call or email)
through Multi-Factor Authentication (MFA).

MFA is used to ensure you have the right authorisation to access the service. This process
requires access to your email address and phone contact details.

3.2 Access the User Management Module
(UMM)

1. Select the User Management Module icon E

2. You will be presented with two options to receive the code; you must select one of the
choices:

e Send code — you will receive the verification code via text message.

e Call me - you will receive a phone call with a pre-recorded message and the
verification code.

Criminal Record Check

Multi-Factor Authentication

We have the following number on record for you. We
can send a code via SMS or phone to authenticate
you.

XXX-XXX-97776 - Phone Number

Send Code Call Me Cancel

The contact information provided when you were set up as an administrator is used for
verification. This contact information must match your current contact details, and you must
have access to them. Verification codes will be sent to your registered phone.




3. Enter the code you have received in the field on the screen to verify your access.
Once this is confirmed, you will be redirected to the User Management Module.

MFA is used to confirm you are authorised to use this
service. You will need to confirm this every time you access
the administration side of the service.

3.3 User Management Module dashboard

When the authentication is successful, the UMM screen will be displayed. This screen will
display all users that have been added for your organisation. You can add new users or edit

existing users from this screen.

Criminal Record Check &, loggedin

@ @ ©®
N2 = =

Dashboard ~ Create request  History

User Management

First name Y Sumname Y Display name Y Email address Y | Distribution email Yy Site name

Y Active Y Role Y Action

Admin Customer AdminCustomer




3.4 Add new users

1. Inthe UMM screen select m

Criminal Record Check D Loggear Sign out &

Create User

First name *
Surname *

Display name
Email address *
Distribution smail*
Mobile number

Site name *

2. Inthe Create User screen, enter the following information:

First name

Surname

Display name — Preferred name for the user

Email address — User’s email must be their work email

Distribution email — This will be the email address the report is going to be
sent to. This may differ from the user’'s email as some organisations may wish
all reports to go to a single point. (This will also be displayed in the Finalise
screen)

Site — Select the site from the drop-down list. A site is a physical location from
which you can submit requests. Sites must be registered with the Minsitry
before they appear on your UMM screen. Each user must only be assigned to
one site.

Create
3. seiec M

The new user will be notified that an account has been created with a link to activate the

account.

Back to List .
4. Select _ to go to the UMM screen to view all users or add more users.
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3.5 Edit users

As the administrator, you will be able to amend user information if needed.
You can:

e Deactivate an active user

e Activate a deactivated user

e Amend a user’s distribution email

e Amend a user’s first or surname

e Amend a user’s display name
You are unable to:

e Amend a user’s email address (this is used for the account name)

¢ Amend a user’s role

Edit user details

1. Inthe UMM screen, select on the action field on the name of the user you
want to edit.

Save

2. Inthe Edit User screen, amend the necessary information then select

Activate/Deactivate a user

When a user no longer requires access to the CCH service it is your responsibility to close
their account. You can do this by deactivating their account in the UMM screen.

Note: User accounts will inactivate automatically if the user does not access the system for
90 days.

User accounts will inactivate automatically if the user
does not access the system for 90 days.

Edit
1. Inthe UMM screen select - on the action field of the user you want to
deactivate.

11
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Dashboard  Create request  History

User Management

First name Y Surname Y Display name Y Email address Y Distribution email 'y Site name Y Active Y Role Y Action

Admin Customer AdminCustomer Edit

2. Inthe Edit User screen, tick the Active box to either activate or untick it to
deactivate a user.

Criminal Record Check & Loggedir sign out &

\@\ | ;/| \@I

Dashboard ~ Creale request  History

Edit User

First name * Admin
Surname * Customer
Display name * AdminCustomer

Email address *

Distribution email *

Mobile number |

Sites Customer 10 Site A v

Active &

3. Select to record the changes.
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When a deactivated user becomes active again, they will be prompted to
change their password. This action must be carried out to enable the
user to resume using the service.

Search users

The UMM screen will display all users in your organisation. Scroll through the list to search
for a user.

Criminal Record Check &, Loggedin sign out &

A PN N
@ @ ®©
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Dashboard ~ Create request  History

User Management

First name Y Sumname Y Display name Y Email address Y Distribution email Yy Site name Y Active Y Role Y Action
Admin Customer AdminCustomer Edit
o ¢
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4. Manage other user’s
requests

When a user leaves the organisation or is unable to complete their request/s for some
reason, you may need to complete, submit or cancel their request.

You can do the following from the UMM dashboard:
e Locate the user’s request/s
e Change the distribution email

¢ Finalise a request

4.1 Locate a user’s request/s

To search for a specific user’s request/s, you can use the Requested by field.

Note: The Display name, Distribution email and Requested by fields are the same as the
User’s profile name.

4.2 Change the distribution email for a
request/s

You can change the distribution email in the Finalise screen for pending requests when a
user is no longer able to finalise a request. This will ensure the report is sent to a user that is
still active within the same site.

The distribution email cannot be amended from the distribution email dropdown.
Administrators can change distribution emails from the users account in the UMM screen.

4.3 Finalise another user’s request/s

You can access all your users’ requests from your dashboard and can finalise them.

14




5. How the user activates
their account

The user will receive an email from Noreply@criminalrecords.govt.nz to acknowledge their
account has been created.

The user must follow the steps below to activate their account.

From: Criminal Record Check - noreply@criminalrecords.govt.nz>
Date:

Subject: Your user account has been created

To: - =

Your account has been created!

Y¥ou can activate your account by clicking on this Link and entering your email address to set up your password.

1. Open the link provided in the email.

2. Enter an email addressl Emal Addvess 1 and select so the

system can validate you as an authorised user.

3. Enter the verification code you received in your email. Select

Please provide the following oetails

Vierthcaton code has been seat 10 your mbox
Ploase copry 110 the mpat box balow

Emal Address

Send new code Venly code

15




4. Enter and confirm a new password in the password screen and select m

This will be the password used for accessing the webservice.

16
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